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Abstract: This paper describes the design and implementation of infrared (IR) and laser-based electronic ciphering
systems for use in both indoor and outdoor wireless remote control applications. To communicate between a user
and a lock module in a secure way, the proposed systems utilize IR and laser frequencies instead of radio frequencies.
Each proposed system has its specific security design. A new communication protocol is also generated, which is
compatible for use with IR and laser technologies. The proposed electronic ciphering systems’ prototypes are realized
together with software and hardware components. They are instrumented using the peripheral interface controller series
microcontrollers. All of the designs are made effective in terms of cost and size. Widespread and easy applications of
the proposed wireless remote control systems will completely meet the security needs of users in daily life, such as home

or office security, immobilizer applications, personal computers, and other personnel electronic equipment.
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1. Introduction

Three different infrared (IR)- and laser-based security solutions for wireless remote control systems (WRCSs),
which are well suited for tasks such as door locking purposes of home, office, and automotive applications,
are presented in this paper. The first design is mainly based on asynchronous (unidirectional) IR-based
communication, where the one-time password (OTP) technique is applied in the production of the password,
where the algorithms are defined according to the user’s identity. Thus, each registered user has a unique
password generation algorithm. In the second design, a laser is used instead of IR, and a perforated plate is
designed to overcome the focusing problem. It is also based on the asynchronous communication technique. The
last proposed design is based on the synchronous (bidirectional) IR communication technique. The implemented
systems include a transceiver module at both the user (the client) and the lock (the server) sides in order to
exchange the 32-bit identification (ID) number, which is unique for each user.

Nowadays, WRCSs are commonly used in a wide range of applications in all areas of daily life, including
remote start, keyless entry, and security systems (vehicles, garage and parking lots, entrance fees, etc.); office
equipment; and a variety of home entertainment electronics. The reliability and safety of the WRCS might not
be a critical factor in entertainment or home equipment (e.g., remote controller of a radio, television and DVD
player, or air conditioner), while it is an essential and sometimes a vital issue in a security access system [1-3].
Most home entry systems or cars are equipped with various alarm security solutions that notify owners about

unauthorized attempts for access through an alarm or informing data [4]. Global position system (GPS) tracking
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devices, passive radio-frequency ID (RFID), touch sensitive alarms, digital cellular technologies, voice-activated
command recognition devices, and remote keyless entry systems are some of the common security technologies
that are used in such applications [5-7]. However, together with emerging technologies, these security solutions
can be easily defeated or become inadequate in a short time. Since passive RFID devices have a fixed ID
number, radio frequency (RF) tuning devices can easily be used to attack them. Global system for mobile
communications devices and GPS tracking systems can also be used, but they need additional equipment and
costly devices to be installed. Therefore, the vulnerability of such devices is very high and they do not provide
complete protection. [8]. IR solutions for WRCSs are also used as an alternative to RFID technology. Electronic
home appliances, home security systems (home, office, garage door, etc.), and remote control systems are some
applications running with IR technology. IR-based WRCSs are able to offer reliable and cost-effective solutions
for short ranges. The need for a clear line of sight between the receiver and transmitter in these applications
makes it inferior, as interventions from outside of the system are highly possible.

Different authentication techniques, such as fixed password, OTP, and question-answer, are already
available to ensure the security of WRCSs. The fixed password technique has a vital drawback since unauthorized
people can seize and copy the password and use the password to access the system while the transmission of
the password takes place (playback attack) [9]. It can be said that there is a similar security weakness in RFID
applications. The descriptive information contained in RFID tags is fixed. For example, in the passive anti-theft
security system, developed for the car safety, the user’s key has a fixed ID code, and sending this code activates
the receiver system [10]. While security technologies evolve, fixed password applications have been replaced by
OTP applications. For example, nowadays, Internet banking users are mostly requested to enter an OTP.

In this study, IR and laser communication technologies are preferred instead of RF in the proposed
WRCSs. For indoor communications (short range), IR and laser radiation offer some important advantages
over RF [11] due to the fact that IR light-emitting diodes (LEDs), lasers, and detectors are capable of high-
speed operations and are available at a very low cost. Their transmission regions are confined to a room. The
IR and laser spectral regions offer unlimited bandwidth and are virtually unregulated worldwide. As a result,
their signal confinement makes it easy to secure transmissions against casual eavesdropping by third parties in
virtually all short-range indoor applications [12]. Since IR- and laser-based systems require a visible wireless
connection between the transmitter and receiver units, directing the IR or laser beam properly may avoid the
criminal recording of data while in transit [13].

The rest of the paper is organized as follows. In the next section, the main security threats for WRCSs are
presented. Section 3 shortly describes the principles of IR and laser communication. The proposed asynchronous
and synchronous WRCSs, together with the new communication protocol and their implementations, are
detailed in Section 4, followed by performance comparisons in Section 5. Finally, concluding remarks are

given in the last section.

2. Security threats for WRCSs

None of the security systems are totally and genuinely secure for access control applications. For example, if
a thief wants to steal a car, he/she can load the car onto a truck and drive away, or to burglarize a home or
office, he/she can blow down the doors quickly and take valuable assets. However, these methods are evidently
noisy and disruptive, contrary to the fact that all thieves would want to open door locks silently with their own

methods.
For a safe access entrance system, a wireless communication system between the lock and user must meet
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3 basic requirements [14-19]. First of all, communication must take place only between authorized people, all
with a unique ID. All of the proposed WRCSs in this paper have an ID recognition system for user distinction,
which is so flexible that authorized ID numbers can be added or removed easily. Unauthorized ID numbers
cannot be used to access the system. Second, the communication link must be unreachable by third parties. In
order to provide this feature in the proposed WRCSs, the IR band is selected instead of RF due to its advantages;
for example, if someone wants to capture the signal he/she must be between the receiver and transceiver, which
is nearly impossible because the application is designed for short-range communication. In IR-based systems,
there is no electromagnetic wave leakage; therefore, the proposed WRCSs are utterly free from eavesdroppers.
In the case of eavesdropping, first, a third party must decipher the custom IR communication protocol and
then work out the encryption algorithm. Finally, the integrity of the communication must be provided. This
means that the information must not be modified in any way by the third party while in transit. This is also
provided by the proposed WRCSs, as intervention or modification is hardly possible due to the properties of
the IR band. IR frequencies are functional at a short range. If someone wants to break the integrity of the
information signal, he/she must be physically close to the user. The custom IR communication protocol will
help to prevent intervention or modification as well.

Security systems play a deterrent role with the implemented security policies. These aforementioned
requirements are important and considered in the design of the proposed WRCSs. Manufacturers implementing
these products may have to face a tradeoff between the low costs and high security. Security and low power
consumption are also important; however, the manufacturing cost is the main factor for WRCS products, as

well as versatility, flexibility, and physical size.

3. Principles of IR and laser communications

IR communications systems are cheap and useful ways for the remote controlling of electronic devices. They are
based on an exchange of information in the form of a binary array by means of IR signals, where usually one
channel is used for serial communication. Various methods and protocols are developed for IR applications. An
IR light source transmits with modulation at a particular frequency (i.e. 40 kHz). The IR receiver module is set
to the same frequency so that it filters out all other frequencies. A 32—40-kHz modulated square wave signal is
used for IR remote control communication. Sending information from different remote control modules relates
to the IR protocols. There are basically 3 types of standard IR communication protocols, namely pulse-coded,
space-coded, and shift-coded (Figure 1). In pulse-coded protocols, levels ‘0" and ‘1’ are created by changing the
length of a pulse. The Sony protocol is a common example of this type. In space-coded protocols, levels ‘0’
and ‘1’ are obtained by changing the length of the gaps between pulses, which Sharp widely implements in its
applications. In shift-coded protocols, the direction of the transitions creates levels ‘0’ and ‘1°, and all of the
bits have a fixed time period, which is mostly used in Philips products.

Laser communications systems work similar to fiber optic links, except that the beam is transmitted
through free space, requiring line-of-sight conditions. They can be easily deployed, as they are naturally
inexpensive, small, and low power. The carrier transmission signal is usually produced by a laser diode, where

2 parallel beams are needed for transmission and reception.

4. The proposed WRCSs and specific communication protocol

In this section, the proposed asynchronous and synchronous WRCSs, based on IR and laser communication
technologies, together with the new communication protocol and their implementations, are detailed.

19



AKAR and ASKIN/Turk J Elec Eng & Comp Sci

4———— Logical “1” ————_piq—— Logical ‘07 —p

a)

—— 12ms ——i4 600 ps—id= 600 psid 600 ps

44—  Logical “1” ——* 44— Logical ‘07 —®

b)

320 Rsi 320 ps! 320 s
—  oms e 1 ms ——p

4———  Logical ‘07 ——®i+——— Logical ‘17 ———i

[N

4— 889 is —pi4— 889 us —pl— 889 s —Pid— 889 us —p!

Figure 1. Basic IR communication protocols: a) pulse-coded, b) space-coded, and c) shift-coded.

4.1. IR-based asynchronous communication system

The OTP encryption technique is used in the proposed asynchronous (unidirectional) IR communication system
design. In this technique, the password is generated by a special algorithm for each authorized user, and the
validity of the password is limited to a single usage. In this case, having been used once, a password losses
its validity and is sent to the trash. Basically, the receiver and transmitter modules use the same encryption
algorithm to produce the password. A new and different password is sent to the receiver by pressing a button
located on the transmitter each time. Here, in this proposed WRCS, users do not enter the password using
a keypad; rather, an autogenerated password is transmitted to the receiver with a single keystroke. Thus,
the possibility of copying the password decreases. In addition, if an unauthorized copying of the password is
performed, it is not considered a security vulnerability since the validity of the password (OTP) is over. Figure 2
presents the flow chart of the proposed WRCS transmitter part of the operations, and the prototype is depicted
in Figure 3.

The transmitter creates a 24-bit password divided into 3 main parts, each with 8 bits. When the button is
pressed, the transmitter sends the produced password to the receiver with an 8-bit command and 4-bit address.
After sending the password, using the encryption algorithm, the transmitter generates 3 new 8-bit password
sources and writes them to the electrically erasable programmable read-only memory (EEPROM). Thus, the
password, which is already sent to the receiver, is deleted. To be different every time, the number of 24-bit

passwords that can be produced is 224

, meaning that the possibility of unauthorized access for a third party
at first trial (assuming that the first layer of security of the IR communication protocol is passed) is 5.96 X
10~8. The produced password is sent in 3 parts due to the special communication protocol designed, where, on

average, 22.8 ms is necessary to send each part. This means that sending a 24-bit password takes 68.4 ms Trying
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all of the possible passwords incessantly continues for 318.77 h (approximately 13 days), where the receiver’s

responding time for each password is not included.
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Figure 2. IR-based asynchronous system transmitter part ~ Figure 3. Hardware design of the IR-based asynchronous

flow chart. system receiver and transmitter.

On the receiver side, 10 source codes, each of them having 24 bits, are generated using the same algorithm
and written to the EEPROM. If the transmitter button is pressed several times at a point away from the receiver,
the password changes and the synchronization between the transmitter and receiver is lost; generating 10 source
codes on the receiver side prevents this situation. Briefly, after the transmitter button is pressed 9 times at
a certain point away from the receiver (undetectable by the receiver or in a different environment from the
receiver), and then if the button is pressed a tenth time in the receiver’s coverage area, the generated password
will be accepted by the receiver.

Figure 4 shows the flow chart of the operations at the receiver side. After generating 10 source codes,
the receiver waits for the transmitter signal. The receiver takes and resolves the signal to deduce the 3 x 8-bit
passwords. After reading the password, the receiver compares it with the self-produced source codes. If the
password does not comply with the 10 self-produced source codes, the receiver does not unlock the system and
waits for the new signal. Otherwise, the receiver unlocks the system and the preceding passwords are deleted. In
a case where the source codes are used at a certain point away from the receiver, they are no longer valid. The
passwords that are wasted by pressing the button are not allowed to be used again considering the possibility of
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being copied. New passwords are generated and written to the EEPROM as the number of deleted passwords
continues. Unused source codes are not wasted because they move up to the top of the codes. If sorting is
disrupted, the synchronization between the transmitter and receiver disappears, resulting in different password
production at both sides. The receiver waits for the transmitter signal again after generating 10 new codes.
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Figure 4. IR-based asynchronous system receiver part flow chart.
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4.2. Laser-based asynchronous communication system

At the transmitter side of the proposed laser-based asynchronous communication system, a green laser pointer
is preferred instead of an IR transmitter LED, differing from the previous WRCS. This WRCS also employs
the same hardware and software as the previous one at the transmitter side, except for the IR transmitter LED
replaced with a laser pointer.

At the receiver side of the laser-based asynchronous communication system, as in all applications utilizing
this technology, focusing problems arise due to the small surface area of the receiver phototransistor (approx-
imately 1 cm?). It gets more difficult to stabilize the laser beam on the sensor as the distance increases. To
eliminate this problem, different solutions were introduced in the literature, for example, using lens or multi-
plexing sensors [20,21]. In this study, a perforated plate is developed with the benefit of scattering the light,
as seen in Figure 5. Incoming laser beams scatter from the edges of the holes of the plate and fall over the
receiving sensor. The distance between the plate and sensor is 15 cm, and the dimensions of the perforated

plate are 17 cm x 17 cm.

Scatterred
Perforated Plate  BERS@BET
Receiving —
Sensor -

Incoming
Laser Beams

Figure 5. Scattering of the laser beam on the perforated plate.

A modulated laser beam is sent to the plate from up to a 30 m distance. The receiver gets the signal
with great accuracy, as the perforated plate presents more angular independency due to its large surface area

2 = 1 x5% ~ 80 cm? surface area. An

(289 cm?). On the other hand, a lens with a radius of 5 cm has only a 7t
angular comparison between the sensor, lens, and the plate is shown in Table 1. In addition to its superiority

in signal accuracy, the perforated plate is also relatively cheap and easy to use in applications (Figure 6).

Table 1. Angular value comparison.

1m 3m 5m 100m | 20m | 30 m
Only sensor 0.57° | 0.19° | 0.11° | 0.05° | 0.03° | 0.02°
Lens 5.71° | 1.90° | 1.14° | 0.57° | 0.28° | 0.19°
Perforated plate | 9.64° | 3.24° | 1.94° | 0.97° | 0.48° | 0.32°

4.3. IR-based synchronous communication system

Design of the proposed IR-based synchronous (bidirectional) communication system relies on client-server
architecture (Figure 7). More than one client can be defined in this WRCS, and the server uses a different
encryption algorithm for each client. Here, there is a mutual exchange of data between the client and server.
For this reason, both the client and the server have a transceiver module.
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Figure 6. Angular advantage of the perforated plate. Figure 7. Hardware design of the IR-based synchronous

server and client system.

Figures 8 and 9 show the flow charts of the operations performed on the client and server sides, re-
spectively. An authentication technique similar to the ‘challenge-response technique’ is utilized in the proposed
WRCSs. First, each client is given a 32-bit ID, which is generated using a special protocol. When a user requests
access to a system via pressing the button on the keypad, the client ID is relayed to the server. After receiving
the ID number, the server generates a random password, encrypts it using a special algorithm produced for
client’s ID number, and returns the encrypted password to the client. The encrypted password has four 8-bit
blocks. The client decrypts the received encrypted information, running its own encryption algorithm in reverse.
After finding the original password, the client sends it back to the server once again. The server compares its
self-obtained password to the one sent by the client. If they are same, the server gives access to the system.
Otherwise, the server does not allow access to the system and waits for a new client ID number.

In this proposed synchronous WRCS, the client does not need to produce a password, as all passwords
are generated on the server side. The client decrypts the received password sent by the server and then finds the
original code. The server generates random passwords that are always different from each other. This process
is initiated once an ID number is relayed from the client to the server, providing synchronization between the
client and server. This proposed WRCS can be used for secure entry systems with one or more users.

The proposed IR-based WRCS operations can be expressed in 4 steps:

1. The client sends their ID number using the specific IR protocol.

2. The server checks its lookup table for this ID. If it returns true, then it puts forward a random question
to the user.

3. The client sends their answer back to the server.

4. The server checks the answer. If it returns true, the user is given access.
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client flow chart. server flow chart.

If a third party wants to intrude on the system, first, he/she must seize a valid client ID number, as
well as the unique encryption algorithm for this ID number. If a user loses his/her key, the authentication can
be made passive for only the lost key. In the meantime, other users can continue to use the WRCS without
any problem. In this system, the entrance time of the users can be logged for security reasons, and assigning
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different kinds of authorizations to the users is also possible. For instance, day and hour restrictions can be
given for a specific group of users, or if there is more than one office room in the building, only authorized users

can be permitted to access certain rooms.

4.4. Specific communication protocol for the proposed WRCSs

A specific communication protocol, compatible with the pulse-coded protocol, is also designed for the proposed
WRCSs, in which there are 12 bits on the carrier signal of 40 kHz, 4 bits for the address, and 8 bits for the

commands.

1.2 ms
0.6 ms —+! i 0.6 ms
Start bit 0 0 1 1 0 0 0 I 0 1 0 0
H 1 i : .
— =t _ Command pie— Address —p!
(4.8ms) bits bits

Figure 10. The designed specific communication protocol with command and address bits and durations.

Codes start after the 4.8-ms start bit (Figure 10). The pulse-widths of logic levels ‘1’ and ‘0’ are 1.2 ms
and 0.6 ms, respectively. The waiting time between the pulses is set to 0.6 ms. The command and address
bits have 4.8-ms start bits. A command package sending time, depending on the content of the information
sent, can be calculated as follows. A total of 12 bits for the command and address are sent, and there is a
0.6-ms waiting time before each bit. In addition, there is a 4.8-ms start bit at first. Therefore, considering all
of the bits, the ‘0’ total command package sending time is 19.2 ms, while it is 26.4 ms if all the bits are ‘1’. An
overall comparison between the classical RF-based WRCSs and proposed IR~ and laser-based WRCSs is shown
in Table 2.

Table 2. A Comparison between classical RF-based and the proposed IR~ and laser-based WRCSs.

Classical RF-based | Proposed IR-based | Proposed laser-based
WRCSs WRCSs WRCS

Cost High Low Medium

Power requirement | High Low Low

Range Long Short Long

Intervention High Low Very low

Interference High No No

Security Low High Very high

5. Conclusions

In this paper, 2 laser- and IR-based WRCSs are proposed, and their design and implementation are also given
in detail. They primarily aim at enabling high security and short-range wireless remote access control, while
keeping the cost low. A perforated plate is used at the receiver side of the laser-based WRCS, while OTP and
mutual interrogation techniques are used in the IR-based WRCS. A specific communication protocol is also
proposed, enabling an additional layer of security against unauthorized attempts to access the system, which
is compatible with IR and laser frequencies for synchronous and asynchronous communication. A genuine trial
study shows that the proposed WRCSs are reliable, accurate, and robust. The main advantage of the proposed
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systems is that they utilize IR and laser frequencies instead of RFs to communicate between the client and
server.
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