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Abstract: Reliable communication is a vital issue for safety- and mission-critical wireless sensor network environments
such as industrial monitoring, medical care, and battlefield surveillance. These networks require highly accurate and
delay-intolerant wireless communications. Under such critical conditions, the chip sequences used in these networks
become vulnerable because of channel impairments and other interferences, thereby significantly decreasing overall system
performance. In this paper, polyphase sequences are employed at the physical layer of IEEE Standard 802.15.4 to enhance
the communication reliability of wireless sensor networks. Through an extensive simulation, it is found that upon applying
polyphase sequences, the chip errors are reduced to 2.94 x 107% in comparison to 1.18 x 10~° of conventional binary

sequences (PN sequences).
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1. Introduction

Wireless sensor networks (WSNs) are distributed networks made up of large numbers of sensor nodes. They
have the capabilities of sensing, processing, storing, and communicating with the centralized processing station
and other sensor nodes. These sensor nodes are deployed randomly in harsh environments to sense various
physical properties such as temperature, motion, air pressure, light intensity, and electromagnetic radiations.
The WSN communication architecture consists of sensor nodes, a sink node, and a user node, as shown in
Figure 1 [1,2]. Sensor nodes do not directly transfer the raw data to the user nodes; instead, they carry out
computations on the data and then transmit only the required data to the sink node. The sink node then

communicates the useful information to the user node via the Internet or satellite communication. These sensor
nodes form the communication backbone of WSNs, which can be utilized by the other resource-constrained

sensor devices to reach the base station. The application of these networks is found in the military, including
battlefield surveillance, nuclear and chemical attack detection, medical disease diagnosis, and drug management,
as well as in environmental monitoring such as forest fire detection and flood detection [3-5].

WSNs used for safety-critical applications such as industrial monitoring, minelaying, or healthcare and
similarly for mission-critical programs including battlefield surveillance, and intrusion detection face the prim-
itive issues of communication reliability and energy efficiency [4,5]. In these WSNs, communication must be
error-free and delay-intolerant. However, in the case of classical WSNs, such as those used in agriculture, en-

vironment monitoring, or target tracking, the sensor readings are updated on the order of minutes/hours or
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Figure 1. Sensors network architecture.

sometimes days. The delayed delivery of such types of measurements is not a major problem, because loss of
data does not cause any harm to the environment. On the other hand, in the case of industrial WSNs, the
loss of a few data packets may be hazardous for machines, the environment, and human lives as well. For this
reason, in these WSNs, the transmission of a new sensor value is favored over retransmission of an erroneous
value [6].

The IEEE standard used for WSNs is IEEE 802.15.4, which specifies only the physical layer and medium
access control (MAC) layer. The physical layer employs the direct sequence spread spectrum (DSSS) technique
for making the transmitting signal appear as noise, therefore increasing the signal robustness to noise and
interference. In the DSSS, the information bits are divided into small pieces known as chips, which are then
transmitted to a frequency channel over the spectrum. The information signal is combined with a high data
rate bit sequence, known as a chip sequence or spreading sequence [6-8]. The chip level information is more
informative than the bit level information. At the receiver end, chip-to-bit mapping is an approximation where
valuable channel information is more prone to error. Various commercial off-the-shelf (COTS) motes, e.g., Rene,
Mica2, and Mica2Dot, use the chip error rate of a few physical header bytes to improve the link quality of the
signal.

The communication errors propagate from the chip to the bit level and then at the packet level. Therefore,
the first step is to minimize the errors at the chip level. The chip errors can be reduced by redesigning the
chip sequences that are already in use. In [9,10], PN sequences were used as standard chip sequences. These
sequences were used to replace 4 bits of information (known as symbols) by chipping sequence of length 32.
Similarly, Gold codes are widely employed at the DSSS physical layer of the IEEE 802.15.4k Standard used
for low-energy critical infrastructure monitoring (LECIM) networks. LECIM networks find their application in
transportation systems, oil and gas product production, water leak detection, inventory control, etc. Gold codes
are used inside a co-located orthogonal network in LECIM systems [11-13]. However, these codes are prone
to errors in real-time transmissions. To solve this problem, a 7-repetition code (RCT) was proposed by Barac
et al. in [6]. RC7 codes provide the lowest possible computational complexity and substantial improvement in
chip errors.

In safety-critical applications of WSNs, such as in medical applications, in order to examine the health
of a patient continuously, the various sensors attached to the patient will transmit their data simultaneously to
the coordinator. In this situation, there is a higher chance of interference due to the communication among the
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sensors themselves and between the sensor and the base station. These sensor nodes also suffer from multiple
access interference (MAI) due to the poor cross-correlation properties of the spreading sequences used in the
network. This MAI depends on the aperiodic correlation properties of the spreading sequences rather than
the periodic properties of the sequences [14,15]. Therefore, MAI can be mitigated by having better aperiodic
correlation properties in the use of spreading sequences. Hence, polyphase spreading sequences are applied at

the physical layer to reduce chip errors. Therefore, the objectives of this paper are as follows:

e To discuss the aperiodic correlation properties for sets of different chip sequences such as binary (PN,

Gold, RC7) and polyphase spreading sequences (ZC);
e To find out the relevant chip sequences based on the aperiodic correlation properties;

e To employ the appropriate chip sequences at the physical layer to improve chip errors.

Through MATLAB simulation, it is found that all three binary spreading sequences (PN, Gold, and RC7)
degrade the performance of the system, whereas polyphase sequences improve CER significantly in comparison
to the binary codes, as described in detail later in this paper.

The rest of the paper is organized as follows: an overview of data packets at the physical layer is provided
in Section 2. Section 3 describes the working model of the system. The method of generation and the correlation
properties of sequences are also defined in this section. The evaluation of various properties of sequences through
exhaustive simulation is presented in Section 4. The comparisons of chip error rate, obtained by using the binary
and polyphase sequences at the physical layer, are described in detail. Section 5 summarizes the paper and

suggests future work.

2. Background

The physical layer of IEEE Std. 802.15.4 incorporates the physical protocol data unit (PPDU) packet structure.
All multiple octet fields shall be transmitted or received with the least significant octet first. The PPDU consists
of a synchronization header (SHR), physical header (PHR), and physical service data unit (PSDU), as shown
in Figure 2. The SHR is used for synchronizing the receiver device onto an incoming bit stream. It consists of
two fields, namely the preamble and the start frame delimiter (SFD). The preamble field consists of 4 octets
of zeros and is used by the transceiver to synchronize the chip and symbol with an incoming packet from the
transmitter. The SFD field indicates the end of the synchronization header and the commencement of the
packet data. The length of the SFD field is 1 byte and its value is given in [9,10]. The physical header provides
information about frame length, and its size is also 1 byte, of which 7 bits determine the PSDU size and the
eighth bit is reserved as zero. PSDU is a variable length payload between 0 and 127 bytes.

SHR PHR Physical payload
Preamble | SFD Frame length 7 bits \ Reserved 1 bit | PSDU
4 bytes 1 byte | 1 byte 0-127 bytes

Figure 2. PPDU format of physical layer.

The information bits from the PSDU are grouped into groups of 4 bits, known as symbols. Now each
symbol is replaced by one of 16 possible chipping sequences with a length of 32 chips each. This way the
information bits are mapped into chips and then transmitted after OQPSK modulation. The receiving system

compares each received group R of chips to one of 16 possible chipping sequences S;, (i =0, ...15) used at the
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transmitter end by using maximum likelihood (ML) detection. The output of the ML detector is given in Eq.
(1) [6].
D = argmin {h(R,S;)} (1)

Here, h is the Hamming distance operator (the number of different locations where the corresponding chips
are dissimilar). The lower the value of the Hamming distance operator, the more similar the received group of

chips are to the transmitted chip sequences.

3. Methodology

In this section, we discuss the main block diagram of the system describing the transmitter with the various
blocks, namely the source of information bits, bit to symbol mapper, symbol to chip mapper, modulator, and
then receiver section made up of demodulator, chip to symbol mapper, and symbol to bit mapper. We then

calculate the chip errors.

3.1. Discussion of principal block diagram

At the physical layer, the IEEE 802.15.4 Standard operates in three different frequency bands, including the
ISM band (2.45 GHz). There is a single channel (Ch0) operating at a frequency of 868.3 MHz between 868.0 and
868.8 MHz, 10 channels (Ch1-Ch10), operating in the range of 902.0-928.0 MHz, and 16 channels (Ch11-Ch26)
between 2400 and 2483.5 MHz. This standard uses the DSSS and offset quadrature phase shift keying (OQPSK)
modulation technique to increase the frequency of the signal and reduce the effect of interference from nearby
networks operating in the 2.4-GHz band [16,17]. The 2.4-GHz band uses a 250-kbps bit rate and maps each 4
bits of information into symbols, providing a symbol rate of 62.5K symbols per second. Then each symbol is
mapped to one of 16 quasiorthogonal PN sequences (standard chip sequences used in [9,10]) for transmission.
The PN sequences consist of 32 chips, each making a chip rate of 2 Mcps. The PN sequences for successive data
symbols are concatenated and the aggregate chip sequence is then modulated onto the carrier using OQPSK
modulation with half-sine pulse-shaping. The half-sine pulse-shaping filter used for each baseband chip is given

by Eq. (2).

sin (ﬁi) 0<t<2T,
p(t)= e , (2)
0 otherwise

Here, T, is the chip duration.

Even-indexed chips are modulated onto the in-phase carrier and odd-indexed chips are modulated onto
the quadrature-phase carrier. To form the offset between I-phase and Q-phase chip modulation, Q-phase chips
are delayed by T, with respect to the I-phase chips, where T, is the inverse of the chip rate. The least
significant chip is transmitted first and the most significant chip is transmitted last. The chip sequences are
then transmitted through the channel, adding additive white Gaussian noise (AWGN). At the receiver end, the
transmitted chips are compared with the received chips by using an ML detector, as given in Eq. (1). The

functional block diagram for calculating the chip errors is shown in Figure 3.

3.2. Generation of sequences

This paper uses various chip sequences to reduce the chip errors. These chip sequences and their method of

generation are provided below.
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Figure 3. Block diagram for calculation of chip error rate.

PN sequences: The standard chip sequences used in [9,10] are pseudonoise (PN) sequences and sequences
Si, (i=1,...7) generated from Sy by 4 chip circular shifts. S;, (i =8, ...15) are obtained from the former
eight by inversion of odd-indexed chips. The sequences obtained with this method are quasiorthogonal; hence,
they do not possess all properties of orthogonal sequences. The PN sequences provide poor synchronization
with the receiving packets and cannot withstand real error patterns.

Gold sequences: Gold code sequences are generated by the binary addition (XOR) of two different m-
sequences of the same length. The m-sequences are derived by using linear feedback shift registers (LFSR). Only
the preferred pair of m-sequences is considered for the generation of Gold codes. From the pair of preferred
m-sequences, Gold codes are formed by the modulo 2 sum of one sequence with the shifted versions of the
second sequence, or vice versa [11,12].

RC7 sequences: To overcome the shortcomings caused by PN and Gold sequences, RC7 codes were
proposed in [6]. In RC7, 8 quadruples are fitted into 32 chips, as shown in Table 1. The last 4 chips in every
sequence are made as the inverse of the chip pattern followed in the first 28 chips for RC7 coding. In RC7
codes, the last 4 chips from a 32-chip sequence should act as pattern breakers.

Polyphase sequences: Polyphase sequences are advised here over binary sequences to improve system
performance. Polyphase sequences are complex roots of unity, i.e. b, = exp (’2”%) , and all members of these

sequences have an absolute value of unit magnitude. Various polyphase sequences are available, such as Zadoff
Chu (ZC), Oppermann and Vucetic (OV), and analytical bandlimited complex spreading sequences (ABC) [18].

ZC sequences are used in this paper. ZC sequences {ax} of length N can be defined as:

exp (z M]\r,k(z ) for even N

arp = (3)
exp (z%) for odd N

where
k=0,...N—1

In both cases, i = v/—1 and M is an integer that is relatively prime to N. For length N = 32, there are 16
possible ZC sequences that can be generated with this method.
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Table 1. RC7 chip sequences.

Symbol | 8 Quadruples 32-Chip sequence

0x0 0x0000000F 0000 0000 0000 0000 0000 0000 0000 1111
0x1 0x1111111E 0001 0001 0001 0001 0001 0001 0001 1110
0x2 0x2222222D 0010 0010 0010 0010 0010 0010 0010 1101
0x3 0x3333333C 0011 0011 0011 0011 0011 0011 0011 1100
0x4 0x44444448B 0100 0100 0100 0100 0100 0100 0100 1011
0x5 0x5555555A 0101 0101 0101 0101 0101 0101 0101 1010
0x6 0x66666669 0110 0110 0110 0110 0110 0110 0110 1001
0x7 Ox77777778 0111 0111 0111 0111 0111 0111 0111 1000
0x8 0x88888887 1000 1000 1000 1000 1000 1000 1000 0111
0x9 0x99999996 1001 1001 1001 1001 1001 1001 1001 0110
OxA OxAAAAAAA5 | 1010 1010 1010 1010 1010 1010 1010 0101
0xB 0xBBBBBBB4 1011 1011 1011 1011 1011 1011 1011 0100
0xC 0xCCCCCCC3 | 1100 1100 1100 1100 1100 1100 1100 0011
0xD 0xDDDDDDD2 | 1101 1101 1101 1101 1101 1101 1101 0010
0xE O0xEEEEEEE1 1110 1110 1110 1110 1110 1110 1110 0001
OxF 0xFFFFFFFO 1111 1111 1111 1111 1111 1111 1111 0000

3.3. Properties of sequences
In WSNs, due to multipath propagation delay, the communication among sensor devices and the coordinator is
asynchronous in nature. In such systems, MATI also takes place, which degrades the performance of the system.
The need for considering the aperiodic correlation properties for an asynchronous DSSS (A-DSSS) is presented
in [19-22]. The aperiodic correlation functions of various sequences are described below.

Aperiodic correlation functions: Correlation functions are the key properties used to qualify the spreading
sequences. Correlation of sequences is a measurement of the degree of similarity of one sequence to the shifted
versions of itself or to other sequences. The aperiodic cross-correlation functions (ACCF) of a pair of polyphase

sequences ux and uy are expressed in Eq. (4) [23]:

N—1-1
> ux (k)uy (E+1) 0<I<N-1
k=0
CXY (l) = N—1+1 (4)
Soux(k—=Duy (k) 1-N<I<O0
k=0
0 elsewhere

where x} represents the complex conjugate and N is the sequence length. If ux and wy are same sequences,
then Cxx(I) will be an aperiodic autocorrelation function. Ideally, the value of aperiodic cross-correlation must
be zero for the nonzero time shifts to combat the effects of MAI; however, this is not possible. Therefore, we
have to choose that set of sequences for which the value of ACCF is minimum. The ACCF between a pair of

binary sequences b,, and ¢, is given by Eq. (5) [24].

N—-1-1
S bpeper 0<T<N-1
n=0

Ch,j (1) = N—14r (5)
bp_rcn 1—-N<7<O0
n=0

0 T>N
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Here, N is the length of the sequence. Since PN, Gold, and RC7 are all binary sequences, Eq. (5) is equally
applicable to these sequences.
Merit factor: The merit factor Fof a sequence is defined as the ratio of energy in the main lobe to the

energy in the side lobes of the aperiodic autocorrelation function (AACF) [24,25].

|C(0)/”

F=-—x3 )
2’5" [u(r)

(6)

Here, ¢ is the AACF of a binary or polyphase sequence. In this equation, F' is inversely proportional to the
energy in the side lobes. Therefore, to achieve a high value of merit factor, the value of the AACF must be zero
for the out-of-phase time shifts. In addition, the side lobes of the AACF indicate energy inefficiency, so their

values must be minimum.
Energy efficiency: This property is of main concern for WSNs, because these networks require high energy

efficiency for their long-term operation. Several energy conservation schemes were discussed in [26]. The energy

efficiency (n) of the sequences is described by Eq. (7), given below [24]:

N-l o
kEO lax
N=—————— (7)
N max (|a;€\2)

where a; may be a binary or polyphase sequence. Using such sequences, which are energy-efficient in themselves,

can make the system more energy-efficient.

4. Results and discussion

4.1. Simulation parameters

The various parameters considered for evaluating the system performance in MATLAB are provided in Table 2.

Table 2. System parameters.

Parameters Values
No. of octets from PSDU | 127
No. of octets from header | 6

Total no. of bits 1064
Symbols 266

No. of samples/bit 10
Carrier frequency 2.45 GHz
Modulation OQPSK

4.2. Evaluation of correlation properties of different sequences

As mentioned in Section 3.3, aperiodic correlation properties play an important role in determining the per-
formance of A-DSSS systems. The aperiodic correlation properties of different sequences are evaluated by

MATLAB simulation.
Aperiodic cross-correlation function: The normalized aperiodic cross-correlations of PN, Gold, RC7, and

ZC sequences are shown in Figure 4. Three random pairs of sequences are considered for the simulation.
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From Figure 4, it is clear that the side lobe peaks of the ACCF are very small for ZC sequences in
comparison to PN, Gold, and RC7 sequences. The value of side lobe peaks of the ACCF varies between 0 and
0.52 (highest) in the case of ZC sequences, whereas it ranges from 0 to 0.9 in the case of PN and RC7 sequences
and rises to 1 for Gold sequences. In order to compare the binary and polyphase sequences, the mean of their
ACCEF is calculated in Figure 4 and is shown in Table 3. Higher values of mean aperiodic cross-correlation imply
that binary sequences are highly correlated with each other and hence degrade the performance of the system.

Table 3. Mean value of aperiodic cross-correlation of sequences.

PN Gold RC7 ZC

0.4515 | 0.3934 | 0.5079 | 0.0317
0.4063 | 0.4197 | 0.4656 | 0.0224
0.4063 | 0.4197 | 0.4656 | 0.0317

In Table 3, it is shown that ACCF values of ZC sequences are approximately 93% lower than those of
binary sequences. This means that the ZC sequences improve system performance to a greater extent than
binary sequences.

Aperiodic autocorrelation function: The normalized aperiodic autocorrelations of PN, Gold, RC7, and
ZC sequences are shown in Figure 5. ZC sequences have lower side lobe peaks of AACF in comparison to
binary sequences, which make them highly energy-efficient and also allow them to have high values of merit
factor. The value of the merit factor for ZC sequences is computed as 3.7529, whereas for PN, Gold, and RC7
sequences it is 0.2008, 0.2131, and 0.2301, respectively. ZC sequences have a 94% higher merit factor than
binary sequences. According to Eq. (7), it has been observed that ZC sequences are 100% energy-efficient
(because of their constant magnitude), whereas other sequences only have 50% energy efficiency.

For A-DSSS systems, it is desirable to have minimum values of ACCF, out-of-phase peaks of AACF,
and maximum value of merit factor. These criteria are fulfilled by ZC sequences; therefore, ZC sequences are

highlighted here for safety- and mission-critical applications of WSNs to increase communication reliability.

4.3. Performance evaluation

Bit error rate (BER) and packet reception rate (PRR) have been studied by various researchers in [27-30]
employing only standard PN sequences. Several research articles highlighted chip and symbol errors and their
causes in different environments, such as interference from networks operating in the same 2.4-GHz band,
multipath fading, and attenuation [31,32]. The comparison of chip error rate (CER), obtained by employing
PN, Gold, RC7, and ZC sequences at the physical layer of IEEE Std. 802.15.4, is given in Figure 6. The
values of CER for different sequences at an SNR of 1.85 dB is shown in Table 4, where it is proven that ZC
sequences have lower CER in comparison to other sequences. In the case of ZC sequences, CER is reduced to
zero at an SNR of 1.85 dB, whereas for binary sequences, it becomes zero at an SNR of 2.35 dB, which shows
the superiority of ZC sequences over other sequences. In such applications of WSNs, where data reliability and

energy efficiency have the highest degree of importance, polyphase sequences must be used.

5. Conclusion and future work
To fulfill the requirements of communication reliability and energy efficiency for safety /mission-critical WSNs,
polyphase-spreading sequences are used in this paper. They are also compared with formal binary sequences

(PN, Gold, and RC7). ZC sequences provide 75% less chip error than binary sequences. In addition, ZC
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Table 4. CER for sequences at SNR of 1.85 dB.t

Chip sequences | CER

PN 1.18 x 107
Gold 1.45 x 107°
RC7 0.91 x 10~°
ZC 2.94 x107°

sequences were found to be 100% energy-efficient; other sequences have only 50% energy efficiency. Besides

these advantages, ZC sequences possess the limitation of complexity, as they make the system a little more

complex in nature. This is the only limitation of ZC sequences, which will be overcome in the near future.

(6]
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