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Abstract: Radio frequency identification (RFID) tags that meet EPC Gen2 standards are used in many fields such as
supply chain operations. The number of the RFID tags, smart cards, wireless sensor nodes, and Internet of things devices
is increasing day by day and the areas where they are used are expanding. These devices are very limited in terms of the
resources they have. For this reason, many security mechanisms developed for existing computer systems cannot be used
for these devices. In order to ensure secure communication, it is necessary to provide authentication process between
these lightweight devices and the devices they communicate. The authentication process is the first step that allows
the parties to trust each other for communication. Moreover, the authentication protocol should allow simultaneous
verification of multiple lightweight devices. Therefore, grouping proof authentication protocol is required. In this study,
a new grouping proof authentication protocol is developed for lightweight devices. The proposed protocol implemented on
wireless identification and sensing platform passive RFID tag, uses embedded advanced encryption standard encryption
method to encrypt transmitted data. Security of the protocol was first evaluated and verified theoretically, then by a

tool used for automatic verification of security protocols, called Scyther tool.

Key words: Lightweight, wireless identification and sensing platform, grouping proof authentication protocol, security,
Scyther tool, xorshift, xorshiftR+, GPAPXR+

1. Introduction

In recent years, emerging technologies, such as smart cards, radio frequency identification (RFID) tags, wireless
sensor nodes, and the concept of Internet of things (IoT) has brought not only new solutions but also challenges
in their scope of application. The proliferation of devices manipulating or transmitting sensitive and critical
information requires more attention to security issues, because classical security algorithms and protocols cannot
offer effective and feasible security solutions for these groups of devices. Thus, many lightweight cryptographic
algorithms have been suggested in recent literature, including block ciphers [1-7] and hash functions [8-10].
The aim of lightweight security algorithms is to find a balanced solution for performance, speed, and security
needs taking into account limitations such as storage and processing power. There are also lightweight protocols
[11-13] as well as algorithms. One of the most important things for these protocols is random number generator.

Xorshift pseudo-random number generator is a shift register generator, one of the well-known generators in the
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literature, and it was proposed by George Marsaglia [14]. This generator has been developed over time with
modifications. There are many versions of that generator [15]. XorshiftR+ is a pseudorandom number generator
developed over the xorshift class [16]. It was tested with NIST [17-21] and TestU01’s [22] bigcrush tests and it
passed all of them. It was implemented on wireless identification and sensing platform (WISP) passive RFID
tag, and time and resource usage results are compared with those of some other versions of xorshift algorithms.
It was shown to be suitable for lightweight devices.

An authentication protocol is a type of computer communication protocol. It is designed to prove the
identity by transferring required information between the entities. This is the most important protection layer
for secure communication within computer and IoT networks. The ease of identity theft in the virtual world
has led to a search for specific identity authentication methods.

In RFID systems, the group authentication protocol provides a solution that allows for the authentication
of multiple tagged objects. In the real world, the group authentication protocol has gained importance because
tags are used on an increasingly wide range of objects.

In this paper, a new, effective, and lightweight grouping proof authentication protocol is proposed.
This protocol uses the xorshiftR+ pseudorandom number generator that provides a lightweight solution to
generate the random numbers required during communication between the RFID tags and the reader. It
generates the random numbers using the algorithm called xorshiftR+ [16]. Therefore, we called our protocol as
GPAPXR+ derived from the words “grouping proof authentication protocol using XorshiftR+”. This protocol
was implemented and tested on WISP passive RFID tag, and 256-bit advanced encryption standard (AES) was
used to encrypt and decrypt the transported data. We used 256-bit AES on our test device “WISP” because it
has built-in 256-bit AES chip, where 128-bit AES is secure for encrypting nonclassified data. The built-in AES
feature allowed a faster, more scalable solution. We created a new scalable, lightweight, and secure grouping
proof authentication protocol. This proposed protocol is structurally and practically tested on WISP passive
RFID tag, and theoretically tested against the well-known attacks. Moreover, Scyther tool' was used to analyze
the protocol [23]. According to the analysis and test results, our grouping proof authentication protocol resists
the well-known attacks and is suitable for lightweight devices.

The rest of this article is organized as follows. Section 2 discusses previous and related work. In Section
3, details of material and methods used for the new grouping proof authentication protocol are given. Section
4 gives experimental results of performance, test, evaluation, and discussions. Finally, the paper is concluded

in Section 5.

2. Related work
The literature contains many solutions for the authentication protocol, which is one of the main issues in
the security of the lightweight devices. Studies are currently focusing on ways to overcome these challenges
using innovative solutions. In this study, we examined previous pseudorandom number generator (PRNG)
implementations and proposed grouping proof authentication protocol regarding the performance, statistical,
and security properties.

Rostampour et al. [24] focused on the simultaneous identification of a set of objects tagged using
RFID technology, an approach named RFID grouping proof authentication protocol. Using a method called

authenticated encryption, they created a new authentication method that is scalable and secure. They argued

LCremers C (2014). The Scyther Tool [online]. Website https://people.cispa.io/cas.cremers/scyther/. [accessed 28 May 2020]
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that this protocol provides message integrity and confidentiality by not exceeding resource constraints for RFID
systems. In the paper, they conducted a theoretical security analysis but do not use any tool such as the Scyther
tool.

Cabuk et al. [16] proposed a new PRNG by modifying well-known xorshift algorithm called xorshiftR+,
after developing many versions of the original xorshift128plus by changing parameters. Finally, three final ver-
sions were developed and compared. WISP passive RFID tag was used to implement these algorithms that were
checked according to EPCGen2 standards, and the ENT (defined and detailed on www.fourmilab.ch/random),
NIST, and TestUO1 tests. The authors selected the best of the three versions based on the test results, resource

usage and performance.

Ibrahim and Dalkilig [25] proposed a new mutual authentication protocol based on AES and elliptic curve
cryptography (ECC) in the area of healthcare systems. The protocol was designed and implemented on WISP
passive RFID tag. They used WISP passive RFID tag’s built-in PRNG as the random number generator.
However, the new mutual authentication protocol could not satisfy the timing limits of EPCGen2 standard
because of the ECC needs, and also they gave no structural or statistical analysis of the PRNG.

Zhou et al. [26] proposed a secure and scalable grouping proof protocol with an encryption method for
low-power and low-cost devices, functioning in two stages. In the first stage, it checks the group of the tag; in
the second, it verifies the tag’s ID. Encryption in this protocol is used for confidentiality and message integrity.
The ECC is used as the encryption method. This protocol also uses offline approach.

Liew et al. [27] demonstrated a new authentication protocol using grouping proof to minimize the theft
during transport of cargo with tagged items. This protocol provides integrity of all items in the cargo and
transferability of the ownership of the tagged item. Theoretical security analysis of the proposed protocol was
completed. The protocol was not tested on a real RFID system. Moreover, the protocol has not been examined
in terms of time and resource usage.

Zhang et al. [28] proposed a scalable and lightweight grouping proof protocol for RFID tags, which
confirms that a group of tags belong to the same group at the same time. This protocol uses exclusive-or
(XOR) operations and pseudorandom number generation, which makes it suitable for large-scale grouping
proof of lightweight devices. The reader first broadcasts a request message, and all tags around it respond
with response messages. Based on the tag responses, the reader generates a grouping proof. An anticollision
algorithm is used to identify the response messages. The authors used three oracle machines for security proof
and did not test it on a real hardware scenario.

Zhou et al. [29] proposed an ECC-based offline grouping proof protocol. The reader is authorized to
validate the tags without knowing their identities. It is claimed that this approach protects the privacy and
the security of the tags, and defends against replay and impersonation attacks. In offline mode, no continuous
connection between the reader and the verifier is needed, so the reader can proceed the grouping proof operation
without the verifier. After proofing, the reader sends the data to the verifier, making the connection requirement
more flexible. Due to the high resource requirement of ECC, this protocol cannot be used or is hard to run on
lightweight and ultralightweight devices.

Tsai et al. [30] proposed a new grouping proof authentication protocol that enables partial ownership
transfer by guaranteeing the integrity of the tagged cargoes. The protocol was analyzed against the security
attacks theoretically. It is not tested with a tool such as the Scyther tool.

Luo and Yang [31] proposed a high-performance, secure ownership transfer protocol that provides the

capability and security requirements to operate in RFID systems and existing ownership transfer environments.
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They mentioned that their proposed protocol has a resistance to most of the known attacks. They only give
information about confidentiality, replay, man-in-the-middle attacks, forward and backward secrecy, window-
ing problem, location privacy, asynchronous denial-of-service attack, and performance analysis. There is no

evaluation about partial proof ability, physical disclosure, or cloning attack.

3. Material and methods

To develop an authentication protocol that is effective, secure, and lightweight, it is important to be very
familiar with the characteristics of both the hardware and the environment. For the authentication protocol in
the paper, a new grouping proof authentication protocol was developed using the WISP passive RFID tag with

built-in 256 bit AES encryption, based on the use and modification of proven protocols.

3.1. XorshiftR+

XorshiftR+ is a lightweight and reliable pseudorandom number generator for lightweight devices used as IoT
devices. It was developed by reducing and modifying the operations of the well-known PRNG xorshift4. Three
reduced versions were created and they were implemented on WISP passive RFID tag. TestUO1 test suite was
used to measure their ability to generate random numbers. The performance of these three reduced versions
were compared with some other lightweight random number generators. The best version was selected and
called xorshiftR+. XorshiftR+ generator meets the three conditions [32,33] of EPCGen2 standards. It passes
all tests of NIST test suite and TestUO1’s bigcrush test.

3.2. Grouping proof authentication protocol using XorshifR+: GPAPXR+

In this section, this new grouping proof authentication protocol is explained. Figure 1 shows the components of
the RFID system implemented by the grouping proof authentication protocol developed within the scope of our
article. Table 1 includes all the notations used in the protocol and Figure 2 shows the protocol. The protocol

developed in this study consists of three phases detailed in subsections.

RFID Tags Group 2

Doolon

H
Insecure Air Channel

RFID Reader Antennas Database
{. . .} .] |Server
<«
AR
==
RFID
Reader Secure Line

Figure 1. RFID system components with group authentication protocol applied [34].

RFID tags are located on the objects and the data communication between the RFID tags and the reader

is on insecure air channel. The communication between the RFID reader and the server is assumed to be a secure
connection. The database can be located in the same server or a separated server, and this communication line

should also be secure.
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Table 1. Notations.

kg A secret key for the group members

ke A secret key for the tag

ID, An identification code for the group

ID; An identification code for the tag

N, Nonce value generated by the tag

N, Nonce value generated by the RFID reader

MAC Message authentication code

P Exclusive or operation
E(X, k) | X encrypted with key k using AES
D(E, k) | E decrypted with key k using AES

n The number of the groups

m The total number of the tags

i Related tag number of a group
M2¢ Transmitted M2

ID,* Calculated ID,(After decryption)
M4! Calculated M4 (After decryption)
M3? Calculated M3

3.2.1. Registration phase

At this stage, the server initiates the reader, the tags, and the groups with necessary records. Since the
proposed protocol is based on the grouping method, there is a record for each group in the server’s database.
Two encryption keys, group key (k,), and tag key (k) are set in each RFID tag. During the registration phase,
the system behaves as follows: The server database contains a record for each tag. This entry contains ID,
IDy, kg, k¢, Ny, and E (ID4, k). In addition, each RFID tag stores ID, k;, ID, and k,. Figure 2 shows
the functioning of the grouping proof authentication protocol between an RFID tag, a reader, and a server that

includes a database. This scenario shows steps for one specific group (group ID is “i”).

3.2.2. Authentication phase
In this phase, the tags of the desired group were authenticated by running the following protocol steps below.
Step 1

e The server sends the required information to the RFID reader for the requested group.

e The reader runs xorshiftR+ algorithm and generates 4 random numbers (4 x 64 = 256 bit) and

concatenates them to form the nonce value. This nonce value N, is added to the message package to be sent

to the RFID reader.
e The ID of the desired group and N, are exposed to XOR operation and then the result is encrypted

with k, (desired group key) by using AES-256 and M1 is generated as shown in Eq. (1).

M1 = E (ID, @ N,, k,) (1)
e« M1 and N, are concatenated, and then MAC is calculated.
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Group ID TagID |Group Key| TagKey |TagNonce| Encrypted Value
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Step 1 CHANNEL | Initial Status: ID,. k, . ID, . k |
Get ID, and k; TS Step 2
Generate N, using xorshiftR+; 2 ID, =(D M1, ky) ®N,);
M1 =E (IDy; ® N;. ky;): > if(ID; !=1D,){
Calculate MAC; Terminate;
Broadcast M1, MAC and N, ; yelse{
e s Generate N, using xorshiftR+;
for (i=1tom){ M2=ID; ® N;® N;;
M2 =1ID; ®N; ® Ny; M3 =E (ID,, ky);
M4 =D (M4, k, ); T A e M4 =E (M2 @ M3, k,);
XBI\] - M4ib o I\/(Ilzl :M%’ 5. d T Calculate MAC;
Ask server by sending M3’ , IDgand Ny, (] :
if the tag belongs to grouplIDg , then l R s Dhiand et
1if N‘i 1s not used before . then }

Update N;; on Server:
Authenticate the ith tag;
else
Terminate;
endif;
else
Terminate;
endif;

Figure 2. GPAPXR+ steps.

e Reader concatenates M1, N,., and MAC, and then broadcasts this information to all tags in its active
field.
Step 2

After receiving the encrypted message, each tag decrypts message M1 using k , the result and transmitted
N, are exposed to XOR operation and the tag finds the calculated group ID from the message, called ID,’. It
compares the group ID with the previously stored group ID on its own, and a match shows that the tag is a
member of the desired group. Otherwise, it is verified that the tag does not belong to the group being inquired
by the reader, and the communication is interrupted at this point. If the group ID matches, the tag generates
random numbers using the algorithm xorshiftR+ as the nonce value (N;). On the tag side, if it is needed, zeros
are appended to the random number for the missing bits and then XOR operation is proceeded by matching
three numbers bit by bit. M2 and M3 are as in Egs. (2) and (3), respectively:
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M2 = ID, & N, @ N, (2)

M3 = E(IDy, k;) (3)

M2 and M3 are encrypted with (k) after being exposed to XOR operation.

M4 = E (M2 ® M3, k,) (4)

The tag calculates MAC from M4 and Ny, and then MAC, N;, and M4 are concatenated and sent back
to the reader as the response message.
Step 3

The reader always waits for tag responses. If the response is received, the reader calculates some values
in a loop. In Figure 2, m indicates the number of tags in each group. On the other hand, n indicates the total

number of groups. The reader calculates M2’, M4’, and M3’, respectively as in Eqs. (5-7) for each tag response

separately.
M2’ =1ID, @ N, @ N, (5)
M4’ =D (M4, ky); (6)
M3’ = M4’ & M2 (7)

Then it sends M3’ along with ID,, and N, to the server and waits for a response from the server.

3.2.3. Verification phase

The server retrieves M3’ sent from the reader and searches the database. It compares M3’ with E (ID, k;)
encrypted value on the database and if it finds a match, it compares the N; value sent by the reader with the
N, value in the corresponding row in the database. If there is a match in Ny, the server returns a replay attack
warning, reporting that the nonce value was previously used. When M3 values are matched and if the new
nonce value was not used before, the existing N; value in the database is updated with the new value from the

reader, and the values such as ID; and k; of the corresponding record are returned to the reader.

4. Security analysis of the GPAPXR+
This section contains an analysis of the security level based on various methods of the GPAPXR+. GPAPXR+

was evaluated against some well-known RFID attacks to discover whether or not it is strong against them.
In addition, the protocol was simulated with a special programming language named “the Scyther tool input
language” and evaluated using the Scyther protocol security analysis tool developed by Cremers'. Then, it was

examined in terms of providing security services and compared with known authentication protocols.

Firstly, it is assumed that the attacker has the following abilities, access, information, and resources [35]:

1. The attacker can listen to all messages between the tags and the reader.

2. The attacker may block the transmitted data on the communication channel.
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3. The attacker may send a message to the other party as a tag or a reader.

4. The attacker has no access to hidden parameters, but can access all functions or operations, such as
PRNG, encryption, and XOR.

5. The attacker can process all transmitted messages, such as creating, modifying, and deleting them

and returning them to the communication channel.

4.1. Theoretical security analysis

The new protocol has been examined theoretically against known security attacks. During this investigation,
the protocol’s resistance to traceability, replay, physical disclosure, impersonation, desynchronization, denial of

service, man in the middle, cloning, and eavesdropping attacks were questioned.

4.1.1. Traceability attack

The traceability attack can be performed if the tag sends fixed responses to the reader. In GPAPXR+, to
prevent this type of attack, the tag adds the nonce value (N;) to each message. N, is produced by a PRNG
“xorshiftR+” that passes NIST STS and TestUOL tests, as mentioned in the previous section. As well as the
addition of the N value at the end of messages, the encrypted text and MAC value are also changed in each
message since nonce value is also added to the messages before encryption process. Therefore, the proposed
protocol includes defense against traceability attack. However, it is possible to find out the group to which the
tag belongs. In this case, any attacker who stores and sends a valid M1, nonce, and MAC value will receive a
response from any tag in the group, although it cannot associate responses with a specific tag. On the other
hand, the attacker will need to have k, and ID, values to calculate a valid M1 and MAC value. Moreover, the

attacker has to guess the used encryption algorithm.

4.1.2. Replay attack

It is assumed that an attacker could process or record messages transmitted during the successful authentication
process in this type of attack. At the same time, when an RFID reader issues a request, it is assumed that the
attacker can participate in the process instead of a valid tag. The attacker can attempt to intervene in this
process by resending the recorded information, but cannot recreate a valid M4 value. This is because M4 value
is encrypted, and N; value in M2, one of the values that make up M4, is continuously changing. Previous N,

values were saved on the server database so this attack will not be successful.

4.1.3. Physical disclosure attack

In this type of attack, it is assumed that the attacker can physically gain access to a tag that is a member of the
specified group, and the tag’s all hidden information. If an attacker can execute attacks such as traceability,
identity impersonation, or message repetition attacks, this attack is known as a physical disclosure attack. In
our proposed grouping proof authentication protocol, if the attacker is able to access the tag physically, it can
seize the hidden parameters of a tag, such as IDy, kg, ID, and k;. Although M4 sent by other tags will be
decrypted using kg, the attacker will not be able to acquire the ID; information of other tags in the group,

because each tag encrypts its ID; with its own unique k;. Thus, the attacker can produce M4 for a fake tag
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with k, but it is not possible to authenticate this tag. In verification phase, M3" is searched in the database.
This value is an encrypted text stored in database. Attacker cannot create a matching encrypted text for a
fake tag, so the proposed protocol is strong against physical disclosure attacks. It is not possible to threaten

protocol security by seizing hidden parameters of a tag.

4.1.4. Impersonation attack

In this type of attack, the attacker convinces the RFID reader that the received messages were sent by a valid
tag. On the tag’s side, the values of M3 and M4 are encrypted using AES algorithm. While the attacker needs
ID; and k; values to calculate and encrypt M3 value, to calculate M4 value it needs k, value in addition to M3.
Also, it cannot estimate the MAC value because of not having k,; value; therefore, the tag cannot impersonate

the identity, and the protocol can resist this attack.

4.1.5. Desynchronization attack

Desynchronization attack can be done by ensuring that the sequence number in incoming packets differs from
the expected sequence number. Especially in cases where the parties use counters, mutual synchronization is
disrupted. Both sides do not have the same counter value. In the case of asynchrony, both communication
endpoints discard received packets. At this point, attackers can infiltrate the system and provide packages with
the correct sequence number. Attackers can even change or redirect communication.

In GPAPXR+ scheme, M4 and N, nonce values are taken by the reader and M4°® is created using N,
and the values stored on the reader side. N; value is also used to create M4. M4 value is encrypted data and
cannot be changed by the attackers. The invariance of M4 and other values is guaranteed by MAC. On the
other hand, there is not a counter to synchronize neither reader side nor tag side. Therefore, we can say that

the proposed scheme can resist desynchronization attacks.

4.1.6. Denial of service attack

Denial of service attack is an attack that the services of a computer, machine, or network device connected to
the Internet are blocked temporarily or permanently. The proposed protocol is not susceptible to the denial-
of-service attacks because it has resistance to desynchronization attacks. Reader and the tag are available to

accept communication all the time.

4.1.7. Man in the middle attack

Transferred data between the reader and the tag is encrypted by AES-256. The attacker has to break AES-256
encryption to apply man-in-the-middle attack. This is not possible.

4.1.8. Cloning attack

Cloning attack is not applicable for the proposed scheme because obtaining the tag ID is computationally in-
feasible under the AES-256.
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4.1.9. Eavesdropping

Attacker can listen to the communication between the tag and the reader but sent critical data is encrypted,

so attacker cannot estimate the plain text of that critical data.

4.2. Security analysis with the Scyther tool

The Scyther security analysis tool provides an interface to the user using the Python code infrastructure. This
interface allows the intended users to perform security analysis of the protocol and to understand the results
without difficulty. GPAPXR+ was tested using the Scyther tool. The Scyther tool has the ability to try
multiple attacks to the authentication protocols and shows the results of these attacks. Our Scyther tool model
examines three claims, namely Secret, Nisynch, and Niagree. These claims can be defined as follows: Niagree
is noninjective synchronization and ensures there is no interference in the content of the message exchanged
between the receiver and the sender and the communication is completed in the protocol. Nisynch guarantees
that communication packets are exchanged in the expected order, and also the run of the protocol is Niagree
[36]. “Secret claims” guarantee that the messages between the sender and the receiver are secret [37]. As a result
of the examination, it was determined that the protocol passed all the attack tests, as shown in the Scyther
tool result screen in Figure 3. The Scyther tool results show that it is impossible to attack the authentication
operations in each layer; therefore, the authentication protocol is considered secure according to the Scyther

tool results.

4.3. Security service analysis

It is possible that within the interaction area of the reader, some tags do not belong to the corresponding group;
therefore, it is important to prevent the authentication protocol from including valid but unwanted tags in the
authentication process. First of all, our grouping proof protocol checks the membership of the tag. The reader

calculates M2? = ID, ® Ny ® N, and decrypts M4 value and calculates M4? value. It calculates M3? as M3?
= M4%? @ M2%. Finally, M3? is sent to the server, which searches for it in the database. If it does not belong

to the desired group, the server sends a reject message. This is the strategy in the proposed protocol to remove
valid but unwanted tags.

The new protocol has the ability to verify the identity of a number of tags in a group or subgroups,
called partial-proof. Partial-proof is performed on the server side. The server transfers the requested group
information to the RFID reader that sends the responses of the tags to the server, and runs the authentication
process. The server compares each tag in the desired group with the value of E (ID;, k; ) stored in the database.
Partial-proof is valid if the server can find the record of the desired group. Also, if one or more tags are separated
from the group, the server can run the authentication process based on the remaining tags. Thus, the proposed
protocol has the ability to perform the authentication for groups of one or more tags, regardless of the number
of tags in the groups.

The reader sends its encrypted group ID to the tag. Tag decrypts the sent ID and compares it with
the stored group ID. If they are equal, the tag authenticates the reader. On the other hand, the tag sends an
encrypted message to the reader. The reader decrypts the sent data and asks the server, if the server says that

everything is okay, the reader authenticates the tag and the mutual authentication process is completed.

2DEU CENG SRG  (2020). The  Scyther tool protocol modeling files [online]. Website
http://srg.cs.deu.edu.tr/publications/2020/gpapxr/. [accessed 28 May 2020]
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W7 Scyther results : verify X

Figure 3. The Scyther tool results.

The proposed protocol resists the desynchronization and denial-of-service (DoS) attacks, so we can say
that the availability is maintained.

The tag ID and all critical data are sent to the reader encrypted, so it is confidential as breaking the
AES-256 encryption is computationally infeasible. We can say that confidentiality of tag anonymity, traceability,
location, and information privacy are maintained by that reason. The previous/current confidential information
cannot be compromised by the attacker because all critical data including the tag ID are transmitted as
encrypted text. Forward and backward security are maintained.

The transfer of ownership means that the new owner’s server has inherited the tag authorization; therefore,
the identity and the authorization must be transferred securely. In our scenario, authorization and other critical
information are stored in the server’s database. If this critical data is transferred to any other server, it means

that the ownership is transferred.

4.4. Comparison with the other authentication protocols

In our study, we identified comparison metrics as resisting security threats, providing security services, whether
grouping proof is present or not, have a PRNG passing well-known test suites, encryption function used, verifi-
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cation method, whether implemented on a real device or not, and EPC compatibility. We created a comparison
table using these metrics. The protocols satisfying those metrics are detailed in Table 2. Information about the
protocols in reference studies shown in Table 2 is given under the section “Related work”. Security threats and
services are also evaluated in the table. Moreover, some well-known authentication protocols are given in that
table to compare with GPAPXR+. We can see that GPAPXR+ has resistance against traceability&tracking,
replay, physical disclosure, impersonation, desynchronization, DoS, man-in-the-middle, cloning, and eavesdrop-
ping attacks. Moreover, it supports mutual authentication, confidentiality, availability, forward&backward
security, ownership transferability, tag anonymity, and location&information privacy services.

GPAPXR+ uses AES to encrypt and decrypt the transmitted data. The protocol (GPAPXR+) was
tested and realized on WISP passive RFID tag and complies with the EPC Gen2 standards. Other protocols
provide various security services and resist attacks but GPAPXR+ stands out among them. GPAPXR+ was
implemented and tested on a real device. The other protocols given in Table 2 are mostly verified manually
or theoretically,. GPAPXR+ uses a PRNG that passes NIST and TestUO1 tests while none of the previous
studies in Table 2 has an evidence of using PRNG passing some strict tests. Some of the previous studies are
not compatible with EPC standards. Some protocols in the table are not suitable for grouping proof. Most
of the protocols in the table are not verified by a tool and they are verified theoretically. On the other hand,
GPAPXR+ is verified by Scyther tool and also it is verified theoretically. GPAPXR+ was implemented on
WISP passive RFID tag, but most of the other protocols were not implemented on a real device.

GPAPXR+ can use AES-128 or AES-256, so this is an important advantage in security. In GPAPXR+,
AES-256 was used because WISP passive RFID tags has built-in AES-256. For other devices, alternative secure
encryption algorithms can be used to encrypt the transmitted data. We can say that our protocol can use any
cryptographic algorithm to secure transmitted data and it already uses an encryption method such as AES.
For this reason, it is not recommended to be used in RFID tags that do not have the capacity to make secure
encryption.

There are also some disadvantages of the proposed protocol. GPAPXR+ protocol runs on fully fledged
devices. Therefore, it does not work on IoT devices that are not fully fledged. AES is used for encryption
processes. Other encryption algorithms can be used instead of this algorithm, but they will not work on devices
that cannot run an encryption algorithm. To generate a random number, they will need to produce seeds.

Therefore, they need a hardware entropy source to produce seeds.

5. Conclusion

This study presents a proposal for a solution on existing and pending security challenges on lightweight devices
in consideration of resource and time constraints. New solution is offered for authentication that is the important
point of security for lightweight devices. The WISP passive RFID tag was used as the lightweight device to
conduct tests and experiments. WISP passive RFID tag has built-in sensors, 256-bit AES encryption, and
can be programmed and therefore was selected for its high usability and applicability in the scope of future
technologies.

Previous authentication protocols were examined in the scope of this study, and group proof authentica-
tion protocols, capable of obtaining effective and flexible solutions under the desired resource limitations were
considered. This resulted in the development of the new group proof authentication protocol discussed in this
article. A secure solution is produced using WISP passive RFID tag’s built-in 256 bit AES encryption with this

new protocol and xorshifR+ is used for random number generation required for nonce values on both RFID
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Table 2. Comparison of authentication protocols.
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v":Condition is fulfilled, X: Not fullfilled, ?: No information in the article, AES: Advanced encryption standard
ECC: Elliptic-curve cryptography, AE: Authenticated encryption, PKC: Public key cryptography

reader and RFID tag. This article describes the protocol’s structural design, phases, and process steps, and also

provides the security analysis of the protocol based on an evaluation of its effectiveness against known attack
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methods. Also, it is evaluated in terms of provided security services. In addition, protocol analysis is performed
by using the Scyther security analysis tool. It is observed that the protocol successfully prevents well-known
forms of attack.

GPAPXR+ was designed to resist many security threats and to perform many security services. It has
been implemented and tested on WISP passive RFID tag. Along with this, the working ability in different
environments and devices can be monitored for different types of attacks that may be encountered in the future.
It can also be run on different RFID tags, IoT devices, and can be tested with criteria such as time, security,
and resource usage.
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