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Abstract: In this work the notion of boolean differential operator is revisited and some new properties are stated. The

theoretical results are illustrated with several examples.
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1. Introduction

The main goal of this work is to revise the notion of boolean differential operator introducing some new important
properties. This concept is based on the notion of boolean derivative and boolean differential equations ([12, 13])
that have several applications in different scientific branches.

Although the notion of boolean differential operator has been tackled from algebraic ([3]) and logical ([16])
points of view, its interpretation in terms of multivariate boolean calculus has not been completely considered.
This is precisely the mail goal of this work. Specifically, the main contributions of this work are the following;:
the notion of boolean differential operator on the set of boolean functions is introduced, its expression in terms
of partial boolean derivatives is explicitly shown, and an upper bound for the degree of a boolean differential
operator is given. Moreover, the notion of boolean differential operator associated with the directional derivative
is presented and some properties are shown. Finally, the concept of vectorial boolean operator is defined and
the basic properties are stated.

The rest of the paper is organized as follows: in section 2 the mathematical background on boolean
functions is introduced; the derivative of boolean functions and the main properties are presented in section 3;
finally, in section 4 the notion of boolean differential operator is introduced based both on boolean derivative
and directional derivative, and some new properties are shown. Moreover, some examples as boolean gradient

and boolean curl are explicitly shown.

2. Mathematical background

In what follows, the basic theory of boolean functions is introduced. For a more detailed discussion about this

topic, we refer the reader to [6].

Let F% be the nth dimensional vector space over the Galois field Fo = {0,1}, and set {ey,...,e,} its

*Correspondence: delrey@Qusal.es
2010 AMS Mathematics Subject Classification: Primary 06E99; Secondary 94C10

o7



HERNANDEZ ENCINAS and MARTIN DEL REY/Turk J Math

standard basis, that is:
e1 =(1,0,...,0),e5 =(0,1,0,...,0),...,e, = (0,...,0,1). (1)

For any two vectors = (z1,...,2,) € F§ and y = (y1,...,yn) € FY, we recall the following three basic

operations:
e XOR addition: 2@y = (x1 Dy1,...,Tn DYn) € FY.
e Scalar product: z-y=z1y1 D ... B Ty, € Fs.
e Hadamard product: xxy = (191, ..,2Znyn) € Fy.
An n-variable boolean function is a map of the form f:Fy — Fy. The set of all n-variable boolean

functions is denoted by BF, and its cardinality is |BF,| = 2%". The vector

ty=(f(vo),f(v1),....f(van_1)) €F3", (2)

where vg = (0,...,0),v1 = (0,...,0,1),...,v9n_1 = (1,...,1), is called the truth table of f. Note that, for
1<4i<2" —1, v; is the binary representation of 7, written as a vector of length n.

The Hamming weight of a vector & = (z1,x2,...,2,) € Fy is denoted by wt (x) and it is defined as
the number of its nonzero coordinates. Moreover, the Hamming weight of an n-variable boolean function f is
defined as

wt (f) = [{x € Fy such that f (z) # 0}/, (3)
that is, it is the cardinality of its support. An n-variable boolean function f is said to be balanced if
wt (f) =271 i.e if the number of 1’s are equal to the number of 0’s of its truth table.

The Hamming distance between two boolean functions f,g € BF, is d(f,g) = wt(f ®g), where
(fog)(@)=[f(=)@g ().

The usual representation of a boolean function f is by means of its algebraic normal form (ANF for

short) which is the n-variable polynomial representation over Fo, that is

f(l‘l,...,l‘n) :ao@ @ ailizmikazilxiz ...J}ik, (4)
1<k<n
1<i1<i2<...<ip<n

where ag,a;, . ;, € Fao. Let deg(f) be the degree of the ANF, which is the algebraic degree of the function.
The simplest boolean functions considering their ANF are the affine boolean functions: f(z1,...,2,) =
ag ®a1x1 D asrs @ ... D a,x,, where ag,ay,...,a, € Fy . If ag = 0, we have the linear boolean functions and
each of them is denoted by I, () with a = (ay,...,a,) € F}.

A vectorial boolean function, or (n,m)-boolean function, is a mapping from the vector space Fy to the
vector space Fy’:
F:F} — Fp (5)
r = F(z)=(fi(x), f2(z),.... fm (2))

The n-variable boolean functions fi,..., f,, are called the coordinate functions of F'. When the numbers m

and n are not given, the (n,m)-boolean functions are also called multioutput boolean functions or S-boxes.

The set of all (n, m)-boolean functions is denoted by BF,, », and its cardinality is |BF, .| = (22")m. Note
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that an n-variable boolean function is a particular case of a (n,m)-boolean function when m = 1, that is,
BFp1=BF,.

Set F,G € BF,m such that F' = (f1, f2,...,fm) and G = (g1,92,...,9m). Then we can define
the (n,m)-boolean function F' @& G as follows: F & G = (f1®Dg1, foDga,..., frn ®gm). Moreover, the
Hadamard product of F and G is another vectorial boolean function F' x G € BF, , such that FFxG =

(fi-91.f2- 92, fn - gm), where (f - g)(z) = f (z)-g(z).

3. The derivative of a boolean function

3.1. Definition and some interesting results

The notion of boolean derivative was introduced by Reed (see [12]) as a tool for constructing a decoding method
for a class of error-correcting codes. Furthermore, this concept has also been used for example in the design
of properties that boolean functions must satisfy for cryptographic applications (see [6]), for stack filters and
image processing (see [1, 7]), to develop a new order parameter for the random boolean network phase transition

(see [8]), or for simulations of cellular automata (see [2]). It is defined as follows (see, for example, [14]):

Definition 1 The partial derivative of an n-variable boolean function f with respect to the i-th variable x; is

another n-variable boolean function defined as follows:
Dif: Fg — s (6)
z = Dif(x)=f(2)®f(z®e)

that is,
Dif(x)=f(z1,-.,ziy ., 2n) D f (21, .., 2 DL, ... xy). (7)

This definition allows one to state a derivation rule similar to the derivation rule for multivariate
polynomials over real numbers (see [11]):

Lemma 2 Let f be an n-variable boolean function whose ANF expression is giwen in (4). Then for each
variable x; it is
(@) = gi (x @ xie;) ® xih; (x D aze;), (8)

where h; and g; are (n — 1)-variable boolean functions that do not depend on the variable x;. Moreover, if f

does not depend on the variable x; then h; =0.

Note that for the sake of simplicity we set @ z;e; = (z1,...,Tiy. .., Tpn).

Proposition 3 [11] Let f be an n-variable boolean function. Then

Dif (z) = hi (v ® m4e;) - (9)
Proof By definition, D;f (z) = f () ® f (z ® ¢;), and taking into account the last lemma, it yields

Dif(x) = gi(x@wzie;) Daih; (x®xie;) D gi (x D xie;) (10)

thus finishing. O
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Corollary 4 As a consequence, the partial derivative (with respect to one variable) reduces the algebraic degree
of the boolean function by 1.

Example 5 Set © = (x1,x2, 3,24, 75) and let us consider the 5-variable boolean function whose ANF is
fx)=1® 22 ® 23 P TaT5 B T123T4T5; (11)

then, as simple computations show,

Dif(z) = zswaws, (12)
Dyf (x) = 1, (13)
D3f(z) = 1&zi242s, (14)
Dyf (x) = 5@ zy2325, (15)
Dsf(x) = x4® zi2324. (16)

The composition of partial derivatives with respect to the ith and jth variables is defined as follows:

(DioDj) f(z) = Di(D;jf)(x)=D;f(z)®D;f (x®ei) (17)
= f@of@de)df(zde)df(rdeDey).

In this sense, it is easy to check that this composition commutes:
(Di o Dj) f(x) = (Dj o Dj) f (). (18)

Definition 6 [15] The boolean jacobian matriz of an (n,m)-boolean function F = (f1, fo,..., fm) is the

following boolean matriz:

(f1)

... D,
Di(f2)  D2(f2) -+ Dn(f2)
Jp = : . - : : (19)

Definition 7 [15] The hessian jacobian matriz of an n-variable boolean function f is the following boolean

matrix:
(D1oD1)(f) (DioD2)(f) --- (DioDy)(f)
(Do D1)(f) (D2oD2)(f) -+ (D20oDy)(f)
Hy = : : - : (20)
(DaoD1)(f) (DuoDa)(f) -+ (DuoDa)(f)

It is easy to check that the hessian matriz of any boolean function is the null matriz.

We can extend the notion of partial derivative to directional derivative as follows (see [4]):

Definition 8 The directional derivative of the n-variable boolean function f with respect to b € Fy is another

n-variable boolean function defined as follows:
Dbe Fg — [y (21)
z = Dyf(z)=f(z)® f(zdD)

60



HERNANDEZ ENCINAS and MARTIN DEL REY/Turk J Math

Note that if wt (b) = k then b € F} has k nonzero coefficients placed at positions 1 < iy < ... < i < n; thus

b=e; ®...Pe; €Fy. As a consequence and for the sake of simplicity we take
Dyf (%) = Dey @..0ei, f () = Diy,.ip f (2) - (22)

In the following proposition, the relation between partial derivatives and directional derivatives is stated
(see [11]):

Proposition 9 Let f be an n-variable boolean function and set

1< <is<...<iz <n (23)
with k <n, then
(D;, 0...0D;,) f(x) = &y Dj,..if(z). (24)
1<I<k
Ji<...<ji

J1sees €441, 0k }

Note that (24) yields

Diy.iif (@) =(Dyo...oDy)f(@)e P Dj..if@). (25)
1<I<k—1
J1<...<ji
Jiyesdi€din, i}

As a consequence, the following results hold:

Corollary 10 Taking into account Proposition 9 it is verified:

1. The directional derivative reduces the algebraic degree of the boolean function to be applied by, at least,
one.

2. If k=mn then
(Dyo...oD,) f(x) = &) Duf (x). (26)

beFy
3. If o is a permutation of n elements, then
(Dio...0Dy) f(x) = (Dy1yo...0 Do) f (). (27)
4. The directional derivative can be given in terms of the composition of partial derivatives as follows:

Dy, f () = 4B (Dj,0...0D;) f (z). (28)

4. Boolean differential operators

In this section the novel notion of differential boolean operator is introduced and its main properties are shown.

Moreover, some examples are introduced and studied.
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4.1. Boolean differential operators on BF,
4.1.1. Definitions and basic properties

Definition 11 A boolean differential operator on BF, is a map acting on BF,

D:BF, — BF, (29)
f = D(f)

such that

=P (@) Dof (), (30)

beFy

where x € F§ and py € BF,,. The set of all boolean differential operators on BF,, is denoted by BD,,. The

number of boolean differential operators is 2"2" . In the Table the first values are shown.

Table. Cardinality of the set of boolean differential operators on BF,, .

n 112 |3 4 5 6 7 8
|BDn|~ | 8 | 64 | 2048 | 1.05x106 | 1.37x10'! | 1.18x10%! | 4.36x10%° | 2.96x10%°

Example 12 Let us consider the boolean differential operator on BF3
D = (z1 @ x3) Dy, @ v223D4, © 112273 Dy, (31)

where by = (1,0,1),by = (1,0,0),b3 = (0,0,1) and py, = 1 ® T3,Pp, = T2T3,Dbs = T1Z2T3, and p, = 0 for
b € F3 such that b # by, ba,bs. If we apply D to f (w1, 32,23) = x1 ® 10 ® 23, it yields

Df (x) = zox3 ® x12273. (32)

Taking into account item 4 of Corollary 10, the expression of a boolean differential operator can be
given in terms of the partial boolean derivatives. Consequently, the boolean differential operator whose explicit
expression is

= P () Dof (), (33)

beFy

can be written as follows:

Df (x)

B o (z) D f ()

beFy

= @ DPiv,.in (-T) Dil,...,ikf@;')

1<k<n
1<i1 <. <ix<n

= @ Piy,. . ig (.23) (Dj1 0...0 Djz) f (33) (34)
1<k<n,1<I<k
1561 <...<ip<n
J1< o <G50 J1 €] 5ok }
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Example 13 Let us consider the boolean differential operator on BFs3

D = (1 @ x3) D13 ® 123D12 ® (1 ® x2) D1o3. (35)
Since
Dis = Dy ®Ds® (DyoDs), (36)
D12 = D1 ) D2 D (Dl o Dg) , (37)
D12z = D1 ® Dy @ D3 ® (Dyo D) ® (Do D3) @ (Dgo Ds) (38)
S (Dl oDy o Dg) s (39)
then
D = (1®z1®22Pa3®r123) D1 B (1B a2 ® x123) Do
@(]—@xl @$2@$3)D3@ (1@502@$11‘3) (D1 ODQ)
©(1dz @22 ®a3)(D10oD3) @ (1@ w2) (D20 D3)
@ (1@ x2) (D10 Dy o D) (40)
A simple computation shows the following result:
Proposition 14 Set f € BF,, with deg(f) =k <n, and D = Gabem‘g oDy € BD,, ; then
dog (D) < max{des ()} +k — 1. (41)
2
Proof By definition
Df(z) = @) ps (x) Do f (x). (42)

beFy

Then, taking into account item 1 of Corollary 10, the algebraic degree of Dy f is as most & — 1, and, conse-
quently, the algebraic degree of the addend py (z) Dy f () is at most deg(py) + kK — 1. Then, the algebraic
degree of Df is at most maxyery {deg (py)} +k — 1. O

Definition 15 The partial derivative with respect to the i-th variable defines the following boolean differential
operator:

D;: BF, — BF, (43)
[ = Dif

Moreover, the directional derivative with respect to b € Fy defines the following boolean differential operator:

Dy,: BF, — BF, (44)
f = Dyf

Proposition 16 Set b € F}. The differential operator Dy, satisfies the following properties:
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1. If f and g are two n-variable boolean functions, then
Dy (f ®g) =Dy (f) © Dy (g) - (45)
2. If f is an n-variable boolean function and a € Fy, then
Dy (af) = aDy (f). (46)
8. If f and g are two n-variable boolean functions, then

Dy(f-9)=Dy(f) Duv(g)® f-Dy(g9)®g-Ds(f)- (47)

4. Let Dy, ..., D;, be the differential operators defined by the partial derivatives with respect to the variables

Tiy, -5 Tiy, respectively; then
(Dilo"'oDik): @ Djl ,,,,, Ju- (48)
1<I<k
J1<...<ji
I di€{ise ik}
Proof

1. Set x € Fy; then

Dy (f®g) () (feg (@) o(feg) (zad) (49)
f)og@) o flrod) dg(rob)
(f@)efzob)®(g(r)®g(rod)

= Dy (f)(z) ® Dy (g) (x).

2. Set x € Fy; then

Dy(af)(x) = af(z)@af(z®b)=a(f(z)®[f(xDb) (50)
= an(f).
3. Set = € Fy; then
Dy(f-9)(x) = (f-9)(@) e (f 9)(xzb) (51)
= fa)-g@)oflzob)-g(zob)
= [(2)-9(2)© (Dof (2) ® f(2)) - (Dog () B g (x))

= Dof(2) Dog(x) @ f (z) - Dog (x) © g (2) - Do f (2).

4. It follows from Proposition 9.

O
As a consequence and taking into account the last result and equation (30), the following statements
hold:
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Corollary 17 Let D be a boolean differential operator; then
1. If f and g are two n-variable boolean functions, then
D(fog)=D(f)eD(g). (52)
2. If f is an n-variable boolean function and a € Fy, then
D(af)=aD(f). (53)
3. If f and g are two n-variable boolean functions, then
D(f-g9) = D(f)-D(g) (54)
ef-D(g)eg-D(f)
& @ pepeDs (f) De(g) -

b,ceFy
b#c

4.1.2. Some examples of boolean differential operators
Definition 18 The homogeneity boolean differential operator denoted by © is defined as follows:
©:BF, — BF, (55)
[ o= =D

1<i<n

Definition 19 The boolean divergence is the boolean differential operator denoted by div and defined in the

following way:
div: BF, — BF, (56)

f o= div(f)= @ Dif

Note that boolean divergence operator is a particular case of the homogeneity boolean differential operator
when the coefficients of the partial derivatives are the nonzero constant boolean function. As is well known,
elementary cellular automata (ECA for short) are a particular type of finite state machine where the evolution
of states of the cells is governed by means of a 3-variable boolean function (see [17]). The boolean derivative
of ECA has been extensively studied (see, for example, [2, 15]) and also the cryptographic significance of its

boolean divergence has been analyzed (see [9]).

Definition 20 The boolean Laplacian is the boolean differential operator denoted by V? and defined as follows:
V2:BF, — BF, (57)
fo= V()= (DioDy) f

1<i<n

As a simple calculus shows, V2 (f) =0 for every n-variable boolean function f.
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Example 21 Let f be the following 5-variable boolean function:
flx)=1®z2® 23 P TaT5 B T123T4T5; (58)

then its divergence is

div (f)

P bis (59)

1<i<5

Ty D Ts D X1X3T4 D 1235 D T1X4T5 D T3T4T5.

4.2. Vectorial boolean differential operators

Definition 22 A wvectorial boolean differential operator is a map from BF, m to BFp 4

D:BFpm — BF,, (60)
F — D(F)

Note that when m = ¢ = 1 and n = p we obtain the boolean differential operators on BF, . Usually p =n

and, consequently, this work deals with boolean differential operators from BF,, ,, to BF, 4.
If F = (f1,f2.--yfm), then DF = (fl,f27...,fm)7 where f; is obtained when some differential

operators (on BJF, ) are applied to some of the functions f1, fa,..., frn. That is, for 1 <i < m, it is
fi=D"YaDA e eDEME (61)

where D(F) are boolean differential operators (on BF,,) with 1 < i,k <m. Now suppose that

DY = P py" Dy, (62)
bEFy
where pz’k € BF,. Then
3 ik
1<k<m
beFy

Example 23 Let D be the vectorial boolean differential operator from BFs o to BFs3o defined as follows: If
F = (f1,f2) € BF32 then

D(F) = (f1,f2>7 (64)

where
fi = Difi ® Dafo, (65)
fo = Dnfel (66)

If, for example, F = (x1 ® xo ® x3,21 ® x3), then

D(F)= (1,21 ® x3). (67)
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Straightforward computations yield the following results:

Proposition 24 Let D be a vectorial boolean differential operator from BF m to BF, q; then
1. If F,G € BF,m then D(F®G)=D(F)® D(G).
2. If Fe BF,m and a € Fy, then D (aF) =aD (F).

3. If FGe€ BF,m then D(FxG)=D (F)*xD(G)® H, where H= (h1,ha,...,hy), with

hi = @ p" (fx- Doge © gr - Dufi) (68)
1<k<m
beFy
® @ py" P Dyfi - Dyg;.
1<k<j<m
¢,beFy b#c

4.2.1. Some examples of boolean differential operators on BF, ,,

Definition 25 Let f be an n-variable boolean function. The boolean gradient of f is a vectorial boolean
differential operator denoted by V (f) and defined as follows:

V:BF, — BFun (69)
[ = v(f):<D1<f)’D2(f)a7Dn(f)>

In [5] the dynamics of cellular automata is studied in terms of the boolean gradient and the jacobian

matrix of its local transition function.
Example 26 Let us consider the 5-variable boolean function
f(2) =1® 22 ® 23 © 245 © 117324755 (70)
then its gradient is the following (5,5)-boolean function:
V:BFs — BFss (71)

[ = V(f) = (z3za25,1,1 ® 212475, T5 D T1T325, Ty D T1T324)

Definition 27 Let F be a (3,3)-boolean function such that F = (Fy, Fs, F3). Then the boolean curl of F is
the boolean differential operator on BF3 3 denoted by curl (F) and defined as follows:

curl: B]:g’g — B]rg’g (72)
F — curl (F) = (Rl,Rz,Rg)

where
Rl (SC) = DgFg (ZL’) D D3F2 (ZL’) , (73)
Ry(z) = DsF (z)® DiF;(2), (74)
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We can generalize this notion to (n,n)-vectorial boolean functions with n > 3 as follows:

Definition 28 Let F € BF,, , with n > 3. Its curl, curl (F), is the (n,n)-boolean function curl (F):Fj —
Fy, such that

curl (F) () = (R1 (z),...,R; (z),..., R, (), (76)
where
Ri@)= @ Disesels @ (77)
1<j<n,j#i

The curl of elementary cellular automata has been introduced in [10].
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